Abstract-The ever increasing popularity of Facebook and other Online Social Networks has left a wealth of personal and private data on the web, aggregated and readily accessible for broad and automatic retrieval. Protection from both undesired recipients as well as harvesting through crawlers is implemented by simple access control at the provider, configured by manual authorization through the publishing user. Several studies demonstrate that standard settings directly cause an unnoticed over-sharing and that the users have trouble understanding and configuring adequate settings. Using the three simple principles of color coding, ease of access, and application of common practices, we developed a new privacy interface that increases the usability significantly. The results of our user study underlines the extent of the initial problem and documents that our interface enables faster, more precise authorisation and leads to increased intelligibility.
I. INTRODUCTION
Online Social Networks (OSN) are currently changing the way people interact and arguably represent the most intensively used service on the web. These services are a platform for users to communicate, to share interests and activities with their friends or anybody on the web, and to subscribe to each other's profiles at ease. OSN thus contain digital representations of social relations that their users maintain. They cater for a broad range of users of all ages, cultural, and educational background as well as technical expertise, who utilize them to publish Personally Identifiable Information (PII).
Privacy in this work is defined as the disclosure limitations of shared content to explicitly authorized parties or groups of recipients only. We don't address confidentiality of data towards the service provider, which instead is assumed to be benign. Considering the detail and personal character of stored data, privacy is a prevalent requirement for OSN. Necessary condition to achieve privacy in the context of social networks is, that the subject, the PII is related to, has the possibility to restrict or grant access to the concerning information, and gauge it's configuration.
Providers of SNS manage and offer online access to these OSN, which today are based on a client-server approach. Facebook, catering for over 750 million users, manages the by far biggest Online Social Network. We hence focus on this service provider and its users. Facebook provides an interface that enables the users to configure who is allowed to access which information. The default privacy settings of Facebook entirely expose most parts of the profile and have gradually, yet constantly been relaxed over the last years (cmp. Fig. 1 ).
They allow all members of Facebook and even anybody on the web, regardless if they are registered and authenticated users or not, to collect information about e.g. friends, interests and photos of the users who do not adapt their settings. This is in stark contrast to strong privacy requirements inherently needed due to the personal character of the shared data.
In order to avoid abuse of personal information, users of the service are required to change the security settings on their own. Experiments with crawlers [1] , [2] , [5] , [12] and several reported incidents show that the average users in fact do not change their security settings. It is folklore that the main reason for this fact is the low usability of the privacy setting interface. We hence performed a user study, which demonstrated that the usability of this interface exhibits serious room for improvement. To this end, in extension to [11] we designed a new privacy interface, which is based on the following three criteria:
Little Effort: To ensure a high accuracy when working with the interface, the user should be able check or change his privacy setting with as little effort as possible. It is kept as simple as technically feasible, so that it can be understood immediately, even by inexperienced users.
Applying common practices including drag and drop, tooltips or concealing inactive elements help users to easily recognize the current privacy settings and are an instrument to decrease the required effort. An attribute's visibility for instance can directly be derived from its coloring (cmp. Fig.  2 ).
Results of changes are shown instantly for direct success control of each action. The used colors are guided by the wellknown traffic light colors, adding blue to represent custom settings:
• Red: Visible to nobody • Blue: Visible to selected friends • Yellow: Visible to all friends • Green Visible to everyone We performed a user study comparing the new and the existing interface. The results demonstrate that the original interface for the privacy settings of Facebook is perceived as confusing by most subjects. The new interface in comparison was rated as "much better" by all except two and the color coding of the privacy-settings was rated as good to very good by all participating subjects.
The rest of this paper is organized as follows: we give an overview of the state of the art approaches to privacy protection in online social networks in Section II, and place it in the context of our requirements and assumptions. Section III describes the existing settings and interfaces of Facebook, and in Section IV we present the rationale and design of our new interface. We describe the methodology of our user study in Section V and its results in Section VI, before concluding the paper with a summary in Section VII.
II. RELATED WORK
Improving security in OSNs is a very widely discussed issue in literature. A vast amount of approaches have been published, mainly assuming not only malicious users, but a malicious provider, as well. The range starts with cutting the profile in centralized OSNs into atomic parts, to encrypt each part separately and distribute keys to authorized recipients [7] , [8] . It ends with completely distributed p2p OSNs like PeerSoN [4] or Safebook [6] . Common to these approaches is the attempt to enhance service's infrastructure or to even develop an entirely new social network service. All of them are based on encryption or decentralized storage of private content. Distrusting the service provider, they consequently aim at implementing distributed access control and confidential data storage. Assuming benign service providers, the usability of the interfaces emerges as the prevalent challenge for privacy.
The incapability of users to master the settings has been addressed by [9] , where a privacy setting interface was presented. which helps users of Facebook to grasp the effect of their changes. Enforcing grouping of contacts [10] has been proposed as yet another solution to help simplifying the settings by introducing group based authorization. Direct simplification of the user interface, including color coding for higher intelligibility and 1-click configuration has not previously been proposed, to the best of our knowledge.
III. PRIVACY SETTINGS IN FACEBOOK
Profiles in Facebook consist of several different types of data. These include identifying information, data on the user's CV, their interests, contacts, and further attributes (cmp. Fig.  3 ).
Facebook offers two possibilities to reach the privacy settings from the entry page. Users have the choice to use the "My Account" menu and find the point "Privacy settings" or to use the "profile settings" in order to reach the privacy settings main page. It allows to set some preferences on a highly abstract level for categories of profile attributes quickly. The visibility of those categories can be set to "Everyone", "Friends Only", "Friends of Friends" and "Recommended". The last option represents the default settings (cmp. Fig. 1 ).
These settings, however, effect a small part of the user's profile, which is called "Sharing on Facebook" ("Apps, Games and Websites", Fig. 3 ), only. The majority of PII, which is subsumed under "Connecting on Facebook", like photos and albums is not affected by these settings.
On the bottom of the privacy settings main page are links to "Customize settings", "Connecting on Facebook" and to a page where the privacy settings for applications, games and websites may be changed. "Customize settings" finally allows for the access authorization to most of the attributes or attribute groups: • E-Mail Additional settings, again found at different places on the site, allow for authorizing access to pictures or videos on which the person is explicitly identified ("tagged") by a third party. The audience that may write messages on a user's wall or to comment on it can be authorized in yet another settings page. Settings concerning "Facebook Places", the location tracking service of Facebook, are located at the same page. To change the privacy settings of photo albums, it is necessary to click again on another link, which is not highlighted but embedded into a text field.
IV. IMPROVED INTERFACE DESIGN
The main design considerations for our new interface where (a) to integrate it into the existing web page of Facebook, to cause the least possible cognitive overhead, and (b) to apply the three criteria mentioned above.
A. Usage
A prominent link in the main menu, directly underneath the profile picture, switches the profile into configuration mod All current privacy settings are visualized by a simple coloring scheme in editing mode, as shown above in Fig.  2 . The privacy settings of each profile entry can be changed through colored buttons, located directly next to it (cmp. Fig.  2 ). Tooltips are presented when the mouse hovers over any of the buttons to increase the clarity of the color scheme.
Setting the visibility to "anyone", "all friends" or "nobody" happens with just one click on the corresponding button. The settings are changed immediately, which is reflected directly by the change of the color of the cell, containing the considered attribute. If the user chooses "selected friends" (blue), a window opens in which friends or groups are granted access to the mentioned attribute. The window is divided into three columns ( Figure 7) . The left one contains all groups, the user has created before, the one in the middle shows all friends and the right one is the "visible list" which shows the users that are entitled to see the entry. Adding a friend (from the middle column) or even a whole group of users (from the left column) to this list is done by either clicking on the red "+" button or by dragging and dropping the entry into the right column of authorized users. Friends and groups that have been added to the "visible list" are conceiled in the left and the center column. The group in the visible list can be expanded like directories in common file explorers. Single users or whole groups can hence be granted, or withdrawn access authorization (cmp. Fig. 8 ). Deselecting users only has an effect for the profile entry that the user is editing at that moment. The group itself isn't changed. Not only the visibility of the profile, but also the privacysettings for photo albums can be shown and edited in this way. When visiting the "photos" tab in configuration mode, an overview of all photo albums of the user is displayed (cmp. Fig. 9 ). The "Edit Privacy-Settings"-button activates the editing mode according to the profile privacy setting interface and the photo album elements are highlighted with a color. The three colored buttons are shown on every item and allow to change the privacy setting like described above (cmp. Fig. 10 ). Creating and managing groups of friends, as mentioned above, allows users to adjust privacy settings more efficiently than selecting each user per profile attribute individually. This reflects a community structure of friends in the real world (like "colleagues" or "good friends") and helps to decide quickly which group is allowed to see a certain profile entry.
This function can be accessed by an extra button in the left navigation bar and via the account menu. The window containing the first part of the group function provides the possibility to select a group, aiming to edit, create, rename or delete a group. The next shows two columns. The right one displays the members of this group and the left one shows friends that may be added (cmp. Fig. 11) . A friend can be added to a group using drag and drop, or by clicking the "+"-button. Removal of a friend from a group happens similarly, by clicking the red "X"-button.
B. Prototype Implementation
We implemented a prototype of our interface as a AJAX/CSS overlay to the original Facebook user profile page, for experimental purposes. The goal was seamless integratoin and to change as little as possible when including our enhanced functionality. PHP and JavaScript were used to realize the visible components, a MySQL database stores necessary data. To secure original PII of the test subjects, unnoticed changes Fig. 11 . Editing Groups to their profiles had to be prevented. The whole prototype hence was implemented as a mockup, with local hosting of profiles and content. An Apache HTTP server finally served the whole content for the user study. The ajax framework Xajax and the JavaScript library script.aculo.us were used for fading elements as well as drag and drop functionality.
The Facebook site was analyzed using the Firefox-Plugin "Firebug" and than reengineered for the mockup in order to add our new interface.
Several of the original, partially interleaved CSS style descriptions were merged for higher clarity of the code and some new ones were added for handling the style of the added components. Every privacy-level and the corresponding button has its own style, also the design of the newly added settings windows was realized with CSS-styles. All JavaScript specific to Facebook, which was unnecessary for the user study environment, was removed.
To implement the privacy settings, server-side-scripting like storing information into the MySQL database or reading data from it, was coded with PHP. Xajax was used to be able to easily execute server generated JavaScript on the client. The interface loads data asynchronously via AJAX. Actions that are only executed locally in the users browser are written in Java Script.
V. METHODOLOGY
In order to evaluate our solution, four hypothesis have been evaluated in a user study. It was intended to cover all aspects which may concern users, aiming to adjust their privacy settings.
• H1: The new interface makes it easier and faster to find out, to whom a particular attribute is visible.
• H2: With the new interface it can be tested quickly, how the complete profile looks like, for another user.
• H3: The group management can be handled faster and easier with the new interface.
• H4: Setting the visibility of attributes can be realized more effectively with the new interface.
A. Sample Description
The target group for the study consisted of users between 20 and 30 years, because this group represents the majority of users of online social networks. The survey was performed with 20 students aged 20 to 31 years. All test persons are at least member of one online social network. 65% are visiting these sites at least once a day and 40% even several times a day. Two thirds of the test persons are Facebook users. The remaining subjects are part of other social networks.
Almost all study participants (95%) have been already in touch with the privacy settings of their network provider. However, many of them call these settings to be confusing (75%). 20% of the test persons were very concerned about their privacy settings and stated to modify or check them every month. The rest of them did it less often. 40% did not change the privacy settings, after they have been set up once.
The possibility to create lists or groups of friends, was used by only 20% of the participants and the possibility to set certain rights for groups or for individual friends is used by 40%. When asked if the subjects are aware of the visibility of their profile's attributes to to other network members, 80% of them answered "yes".
B. Questionnaire
The user study was processed by solving some tasks and answering a questionnaire, consisting of four sections:
• General questions regarding the use of online social networks to estimate the prior knowledge of the test person • a practical part where several tasks have to be solved with both interfaces • an evaluation and comparison part of the two interfaces • acquisition of some demographic information like age sex and profession In the practical part of the study, we asked the test persons to
• find out to which users or groups the birthday / hometown / relationship status / a photo album is visible • find out which attributes are visible for a specific friend • create a group "best friends"
• add the two friends and the group "class mates" to the group "best friends" • adjust the privacy settings of some attributes and one photo album. To compare the new interface with the interface currently used at Facebook, the tasks of the study was performed with both interfaces. For each task, several measurements were made:
• Time: Time it takes for a test person to perform a task.
• Hits: Counted number of clicks it takes a user to complete a task. The task-solving precision of a study participant. It is only distinguished between the values 1 (task solved completely and correctly) and 0 (task resolved only partially or not at all) because it is very difficult to evaluate the accuracy of the result of a partially solved task with a number between zero and one.
VI. EVALUATION
Our expected results were, that the tasks can be solved better and faster with the new interface. However, when comparing the precision of the tasks, solved with the new interface and the one, used by Facebook, it is noteworthy that the test persons achieved better results with the new interface (Figure 12 ), even if they are Facebook experts, using it every day. The only exception is task 3. The subjects where asked to which users or groups the attribute "Relationship Status" is visible. A reason for this exception was not found.
In the first four tasks, subjects had to find out to whom a particular attribute of the profile is visible. The result was that almost all of these tasks could be solved more reliably, using the new interface. The biggest difference could be realized at fields, that are placed on Facebook in the slightly hidden "Connecting on Facebook"-section (task no. 2). The question about the visibility of the field "current city and hometown" on Facebook was answered correctly by only 30% of participants by using Facebook's privacy page. With the new interface all subjects were able to find out the correct answer.
A. Efficiency Analysis
Time needed: Most tasks can be completed faster by using the new interface (Figure 13 ). Especially when adjusting privacy settings that are in the "Connecting on Facebook"-category (compare Figure 3) and while creating groups. On average, the test users need more than twice as much time to solve the tasks with the Facebook interface, compared to the new interface. It is also obvious that for most tasks the new interface has a much smaller variance of results.
Clicks needed:
Looking at the number of clicks (Figure  14) , the results are very similar to those from the time measurement. When working with the new interface, most tasks can be solved with fewer clicks and the variance is very low.
B. System Usability Scale
In order to evaluate the usability of the new interface, the standardized questionnaire "System Usability Scale", introduced by Brooke [3] , was performed. This allows measurements concerning effectiveness, efficiency and user satisfaction. This part was filled out right after using the new interface. It is applicable to various types of systems, because the questions are very general. This allows many different systems, to be compared with each other.
The average SUS-value for our interface (all users), was 87.9. The maximum value was 100, the maximum possible value. The user who rated the interface worst, valued it with 72.5 after all.
Regarding to A. Bangor et al. who analyzed the results of 2324 studies with SUS in the last ten years, acceptable products have a SUS-score of over 70. Better products starting at the high 70s and ending in the upper 80s range. Only truly excellent products have a score above 90. Due to this scale, the usage of our interface is very good.
C. Comparing users with and without Facebook Accounts
Since many test persons were users of Facebook, they had advantages while solving the tasks, because they already knew the look and feel of the Facebook site or even the concerning privacy settings. Unsurprisingly, almost all tasks have been solved better by participants that are Facebook users.
Considering only the subjects who do not use Facebook, the difference when handling the two interfaces is bigger. These users coped with the Facebook interface much worse. On average, the test persons solved 90% of the tasks when using the new interface and only 70% of them when using Facebook. 
D. Identified Problems
During our study, some floors of our prototype were discovered. We asked the study participants what they would improve. Additionally, we analyzed the videos of the task solving persons in order to find difficult tasks which caused problems in understanding and finding the right solution. In this section we present our findings and ideas for improvement.
• "Selected friends" not completely understandable A problem with the new interface occurred for some test persons when dealing with the setting "selected friends" (task no. 3). Thus, a task in which the users first came into contact with this function and should read out the existing settings got solved only by 70%. When the test persons first actively worked with this function and made settings, there were no further problems.
Some issues in detail:
-One test person thought that the non-concealed entries in the central column show the friends that are selected. -One test person thought that groups in the left column are selected which are not gray. -When adding users, the group that has previously been added was not removed, but the friends should not be added. So the group was still added to the list. While doing an upgrade of the group, other users may get access to the attribute.
Solution:
To increase the understandability, a help text at the beginning of the window could be inserted, larger column headings or different colors for the different columns would also be a possible solution. For example, the right column could be colored in a way that it generates more attention.
• Profile-preview not found:
In task three we asked, which elements of the profile are visible to a certain friend. This can be done -with reasonable effort -only by using the profile preview. As the caption of the buttons on Facebook is not intuitively understandable ("Preview My Profile"), in the new in- terface another title has been selected ("How others see your profile"). Nevertheless, only 60% of the test persons found this function, which is only a minimal increase in comparison to the number of subjects who found it on Facebook (55%).
Solution: Maybe this function should be pointed out separately. Other options are to reconsider the caption of the button again, or to change the design of the buttons to make them more conspicuous.
VII. CONCLUSION AND FUTURE WORK
This paper deals with the intelligibility and usability of the authorization controls ("privacy settings") of Facebook. Analyzing the existing interface, several shortcomings are identified, which we assume lead to the problem of over sharing due to negligent configuration. This assumption is especially underlined by the fact that an increasing fraction of OSN users are concerned with the privacy settings of the platforms (cmp. Section V-A), leading to the conclusion that users do experience problems in correctly adjusting these settings.
A new interface was introduced, aiming to help ameliorate this situation. Based on the three main concepts of color coding, grouping contacts, and proximity of data and controls, it simplifies the interaction and makes the task of authorization as intuitive as possible. The interface then was implemented as an overlay to the design of Facebook at the time of the study (early 2011).
An extensive user study subsequently was conducted to evaluate its usability. The subjects were given several tasks, including both authorization as well as revision of current settings, with both the new and the original interface of facebook, consecutively in random order. The comparison supported that the new interface is easier to use and makes it easier to understand current settings, than the original interface. The participants of the study were able to solve the tasks much faster and achieved a higher precision, when using our new design. Facebook has changed the complete user interface in the meantime, and our study hence is not directly applicable to the current state. The updated design, however, only has a negligible effect on the privacy settings, and we postulate it safe to claim that our results still very well reflect the current situation, none the less.
We currently are in the process of implementing the new user interface as an overlay to the original Facebook site in a Firefox -plugin. It will allow for easier authorization and lead to higher intelligibility of the privacy controls of Facebook, seamlessly. We are analyzing the applicability of our main concepts to google+ 1 , which already provides much simpler privacy controls as compared to Facebook, at the same time, to identify possible enhancements to both the existing interface as well as our usability concepts.
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